


Successful deployment of reconnaissance and surveillance sys- 
tems demand the interception and detection of target emissions. 
The system, as the term is used here, includes the target as well 
as the receiver, and generally contains functions or parameters 
which are in some sense intermittent. Scanning antennas, 
Sweeping or stepping receivers, frequency hopping emitters and 
blinking jammers are examples of systems exhibiting intermit- 
tent functions. The major impact of these intermittencies is on 
the time necessary for reconnaissance or surveillance receivers 
to intercept an emitter. If the system has more than a single 
intermittent function, the resulting interception becomes one of 
probability, rather than being uniquely defined by the system 
parameters. 


This article deals with solutions to the problems of intercept 
probability and time of intercept for surveillance and reconnais- 
sance systems. First, the probability that an intercept between 
an emitter and acquisition receiver is derived which gives a 
solution in terms of the system’s operational parameters, such as, 
antenna rotation rate and beamwidth, and receiver bandwidth 
and pass-band. Secondly, the probable time an acquisition re- 
ceiver must wait to achieve an intercept is found in terms of the 
system’s operational parameters, even if the emitter parameters 
are not know exactly. 
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Figure 1. Three different emitter-receiver intercept possibilities. 


Interception and Time of Intercept 


Interception is a distinct process from 
detection. Detection is a function 
of signal level, noise level and thresh- 
old of an acquired activity, where- 
as, interception requires the time- 
coincidence of two or more activities. 
Before detection may occur, intercep- 
tion must have occurred. 


Questions pertaining to interception 
and the time required to intercept are 
usually framed in one of two equiva- 
lent ways: 


1. What is the probability an inter- 
cept will occur within a specified 
time after initiation of a partic- 
ular activity? 

2. What is the observation time re- 
quired after initiation of a partic- 
ular activity to be assured a spe- 
cific probability of intercept will 
be attained? 


Like the distinction between the proc- 
esses of interception and detection, a 
distinction is also made between the 
intercept and observation time asso- 
ciated with an intercept. Intercept 
time is normally referred to as the 
duration of time from a fixed reference 
(for example, the start of an activity) 
to the coincidence of two or more activ- 
ities. This time is not specific, but de- 
pends on the occurrence of the inter- 
cept. Observation time also refers to 
the duration of time from a fixed refer- 
ence to a coincidence, except that it 
implies a specific probability of inter- 
cept. It is the time required of an ob- 
servation in order to achieve a pre- 
selected probability of intercept. 


Intercept Probability and Intercept 
Time Applications 


To achieve an optimum probability of 
intercept, it is necessary to consider 
those system parameters, such as an- 
tenna beamwidth and rotation rate, 


which have the greatest influence on 
the time required to achieve an inter- 
cept. For example, increasing the re- 
ceiving antenna’s rotation rate may 
reduce the time to an intercept, but at 
a decreasing rate to the point where 
it becomes uneconomical. A trade-off 
between beamwidth and rotation rate 
may also be made to achieve a specific 
probability of intercept or a specified 
intercept time. However, an emitter’s 
beamwidth and rotation rate may not 
be under the designer’s control, thus 
restricting most predictions to statis- 
tical relationships between intercept 
probability and intercept time as func- 
tions of the system parameters. 


A few of the more common applica- 
tions that illustrate the problems 
involved are shown in Figure 1, and 
include: 


e Beam-on-Beam Intercept (Fig. 1a). 
Both the emitter and acquisition 
receiver are using rotating, direc- 
tional antennas. An intercept oc- 
curs only when the main beams of 
both antennas are pointing at one 
another. 


e Beam-on-Frequency Intercept (Fig. 
1b). Either the emitter or acquisi- 
tion receiver is using a rotating, 
directional antenna, and the re- 
ceiver is scanning in frequency. 
An intercept occurs when the re- 
ceiving antenna is aligned along 
the emitter-receiver direction and 
the receiver pass-band encompasses 
the frequency of the emitter. 


e Frequency-on-Frequency Intercept 
(Fig. 1c). The emitter is radiating 
continuously, but is sweeping or 
jumping in frequency; or is fixed in 
frequency, but pulsed. The acquisi- 
tion receiver also is sweeping or 
stepping in frequency. An intercept 
occurs when the emitter is “on” and 
its frequency is within the receiver's 
pass-band. 
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Figure 2. Two independent window functions 
having different widths (7), periods (T) and start- 
ing times (t) may be used to represent either the 
emitter or acquisition receiver. 


General Results to Determine 
Probability of intercept 


To answer the question, “What is the 
probability of an intercept during a 
specified time?”, consider two, inde- 
pendent “window functions” as illus- 
trated in Figure 2. These two functions 
may represent the activities of an 
emitter or acquisition receiver in the 
previous intercept examples, and may 
have different widths (7), periods (T) 
and starting times (t). 


The parameters (7, T, t) are time- 
related to the operational parameters 
used to describe the rotating antenna 
or scanning receiver. For the rotating 
antenna, the time required of the an- 
tenna to rotate one revolution (period) 
is: 


360° 
S 





T (seconds) = 


where S is the antenna rotational 
rate (degrees per second). The time the 
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antenna’s main beam points in a par- 
ticular direction is: 


7 (seconds) = ROR 


S 


where @ is the antenna beamwidth 
(degrees). 


For the scanning receiver, T is the 
time required of the receiver to scan 
across a frequency band (AHz), and 
the time that a particular frequency 
remains in the receiver pass-band is: 


7 (seconds) = =. 


where B (Hz) is the bandwidth of the 
receiver pass-band. 


An intercept occurs when the window 
functions overlap, or for the beam-on- 
beam intercept example, when the 
main beams of both antennas are in 
line. An intercept occurs in the first 
period when 


caaqp eyes t; - toe 


The times 7, and 7, are the length of 
time the window functions are open, 
or duration of activity for the emitter 
or acquisition receiver. If the starting 
times are equal (t, — t. = 0), the two 
window functions are time-coincident, 
and an intercept will occur immedi- 
ately during the first period when 
both durations overlap. If the above 
condition is met, at least a partial 
overlap will occur within the first 
period of the more rapidly occurring 
function; otherwise a coincidence will 
not occur. This may be shown by 
noting that if the activity 7, in the 
observation period T, occurs before 
the activity 7, stops, then an intercept 
will occur. Also, if the activity 7, in the 
observation period T, ends after the 
activity 7, has begun, then an inter- 
cept results. 
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Table 1. Probability of intercept (P,,) and observation time (T,) in terms of the window function 


parameters ;, T and t. 


Since the two starting times are as- 
sumed independent of each other, the 
probability of a coincidence during the 
first period of the window function 
with the shorter period can be found. 
(An outline of this derivation is given 
in the Appendix, page 10.) Table 1 
expresses this probability, P,., in 
terms of the window function param- 
eters for the cases T, = T, and T, < 7;. 
Either the emitter or acquisition sys- 
tem may be designated as function (1), 
the other being denoted as function 


(2): 


Once the value of P,,(T,) or P,,(T;), 
whichever is appropriate, is deter- 
mined from the conditions, the prob- 
ability that at least one intercept 
will occur in a time T is given by the 
equation: 


in any 
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if T, is the more rapidly occurring ac- 
tivity (T, < T,.), or by the equation: 
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if T, is the more rapidly occurring ac- 
mbvaniy (4 ee IP), 


These two equations answer the ques- 
tion, “What is the probability of inter- 
cept within a specified time T?” 


Observation Time 


The answer to the second question, 
“What is the observation time re- 
quired to assure a specific probability 
of intercept?” is given by the equation: 


In (1 — P,;) 
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if T, is the more rapidly occurring ac- 
tivity (T, = T,), or by the equation: 


In (1 — P,;) 
In fl ie Pi5(T3)| 


if T, is the more rapidly occurring ac- 
tivity (T, = T,). In both equations, 
P,; 1s the pre-specified probability of 
intercept, as a decimal fraction. 
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Solutions to System Applications 


The relationships for probability of 
intercept and observation time do not, 
per se, answer the questions of “How 
fast to rotate an antenna?” or “What 
receiver scan rate to use?” to achieve a 
probability of intercept or observation 
time, but if values for rotation and 
scan rates are used, the probability of 
intercept and observation time can be 
obtained from which trade-offs may be 
made. For a given set of system 
parameters, the data obtained from 
Table 1 are readily used to calculate 
probability or observation time as 
illustrated in the following two 
examples. 


e Beam-on-Beam Intercept Example. 
A receiving antenna has a beam- 
width of 5° and is rotating at 60 rpm 
(360 degrees per.second). The emit- 
ting antenna’s beamwidth and rota- 
tion rate under observation are not 
exactly known. Determine the ob- 
servation time (T,) required to 
achieve a 50% probability of inter- 
cept for variations in the emitting 
antenna’s beamwidth and rota- 
tion rate. 


Since the emitter’s operational param- 
eters are unknown, the observation 
time can be found only by assuming a 
range of values for the emitting an- 
tenna’s beamwidth and rotation rate 
and examining the results. Assuming 
the receiving antenna period occurs 
more rapidly, then T, < T., where the 
subscript (a) denotes the receiving sys- 
tem and (e) denotes the emitter. For 
T, < T, (.e., T, < T,. in this example), 
the antenna period is: 


360° 
p= cries. Sa 
and 
Re 
= ,014 Sec. 


7a ~"360°/ Sec. 
Substituting values for 6, and 8, into 
emitter relationships 
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results in a corresponding value for 
the probability of P,.(T,) in Table 1 
(T, = T)). 


Curves of the observation time for var- 
iations in emitter beamwidth and ro- 
tation rate are shown in Figure 3. The 
observation time required for a 50% 
probability of intercept increases for 
narrower emitting antenna beam- 
widths and slower emitting antenna 
rotation rates. Similarly, for a given 
set of emitter parameters, the observa- 
tion time increases for narrower ac- 
quisition antenna beamwidths and 
slower rotation rates. 


e Beam-on-Frequency Intercept 
Example. A surveillance reciever 
scans a 2000 MHz band with a 20 
MHz pass-band. Determine the time 
required to achieve a 50% probabil- 
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Figure 3. Curves of the observation time (T,) for 
a 50% probability of intercept (P,;) between an 
emitter and a receiving antenna which operates 
at a beamwidth of 5° (9) and rotation rate of 360° 
per second (S.). 





ity of intercept for variations in an 
emitter beamwidth and rotation 
rate if the time required for the re- 
ceiver to scan the 2000 MHz band 
is 2 seconds, and again if the time is 
.25 seconds. 


© If the receiver scan time (T,) is as- 


sumed to be shorter, and has either 
the value 2 seconds or .25 seconds, 
then the time that a particular emit- 
ter frequency remains in the receiver 
pass-band is: 


_ 20 MHz 4 
Ta=3000 MHz” 2= .02 Sec 
or 
20 MHz 
Ta ~ 9000 MHz e .25= .0025 Sec. 


The emitting antenna times T, and 7, 
again depend on the values chosen for 
emitter beamwidth and rotation rate. 
For an emitter operating CW, or with 


sufficient to cause at least one emitter 
pulse to occur during the time the 
recelver remains at a particular fre- 
quency (.02 or .0025 seconds), the ob- 
servation time for a 50% probability 
of intercept is as shown in the curves 
of Figure 4. 


Nomograph Aids to Simplify Results 


Once the observation time is calcu- 
lated for a specific probability of inter- 
cept, the observation times required 
for different probability of intercepts 
may be determined directly from 
the nomograph shown in Figure 5. A 
straight line from the original prob- 
ability of intercept to the desired 
probability of intercept intersects the 
scale of observation time ratios. For 
the example intercept line shown in 
Figure 5, it takes approximately 6.5 
times longer to achieve a desired 90% 
probability of intercept than it does to 
achieve the original 30% probability 
of intercept. 
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Figure 4. Curves of the observation time (T,) 
required to achieve a 50% probability of inter- 
cept (P,,,) between an emitter and a surveillance 
receiver which scans a 2000 MHz band in 2 sec- 
onds, and again at .25 seconds (T,). 
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Figure 5. The change in observation time re- 
quired to achieve a desired probability is 
simplified by using a probability nomograph. 
The nomograph is obtained by taking the ratio 
of the equation for T, for different values of P,,. 


Extending the Probability to 
Complex Intercepts 


Until now, the discussion has focused 
on simple intercepts: those involving 
only two window functions. In actual 
applications, however, an intercept 
may require the simultaneous coin- 
cidence of several window functions. 
For example, a system may be com- 
prised of a pulsed emitter connected to 
its rotating antenna, and a scanning 
receiver connected to its own rotating 
antenna. In this application, four win- 
dow functions are involved; that is, 
the pulsed waveform, the emitting 
antenna, the receiver frequency scan, 
and the receiving antenna. 


The probability that a simple inter- 
cept of two functions will occur within 
a specified time (T) is now denoted by 
the double subscript form for prob- 
ability, P,,(T), where the subscripts 
(i) and (Gj) represent the two functions. 
For any pair of functions (i,j), and fora 
specified time T, the probability P,,(T) 
may be computed using the appro- 
priate formula in Table 1. 


A complex intercept event requires 
the mutual coincidence of all the func- 
tions involved. If there are N win- 
dow functions, there are N (N — 1)/2 
unique pairs, and the overall proba- 
bility of intercept is the product of the 
probability of intercept for each of 
the pairs. For the case of four win- 
dow functions (numbered 1-4), the 
unique pairs are (1, 2), (1, 3), (1, 4), 
(2, 3), (2, 4) and (3, 4). Thus, the overall 
probability of intercept for a specified 
time T is: 


Pi234(T) — PD) O P,,(T) e PAG) C) P,,(T) 0 P,,(T) 0 P3,(T) 


The observation time necessary to 
achieve a specific probability of inter- 
cept is not calculated as readily as for 
the simple intercept, since the equa- 
tion’s form does not lend itself conven- 
iently to solve for T, in closed form. It is 
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necessary to solve for T, iteratively on 
a computer, or to create a table of 
P,,_ y»(T) versus T and interpolate the 
results to obtain the value of T, corres- 
ponding to a particular value of P,,__y. 


An example which illustrates a com- 
plex intercept application is comprised 
of a rotating emitting antenna, a ro- 
tating receiving antenna, and a scan- 
ning receiver. Parameters of this com- 
plex intercept application are shown 
in Table 2. If an intercept time of 300 
seconds is specified, the probabilities 
found using the simple probability of 
intercept formulas in Table 1 are: 


P,,(300) = 0.896934 
P,3(300) = 0.637005 
P,3(300) = 0.999690 


where P,,. is an emitter beam-on- 
receiver beam intercept, P;; is an 
emitter beam-on-receiver frequency 
intercept, and P,, is a receiver beam- 
on-receiver frequency intercept. Thus, 
the probability of intercept for the 
triple window function with a 300 se- 
cond intercept time is: 


Piya 300) 015712 
OD e279 


System Trade-Offs 


For the system designer, considera- 
tions of intercept probability or requi- 





site observation time are important 
factors, along with the more con- 
ventional—and more familiar— 
parameters such as sensitivity, dy- 
namic range, weight, cost, power con- 
sumption, etc. 


One of the first decisions the system 
engineer may have to make is the type 
of system he will specify: broad-band 
or narrow-band. To illustrate how ob- 
servation time considerations might 
influence this trade-off, consider 
the choice between a broad-band 
receiver and a scanning, narrow-band 
receiver, where both systems cover 
the same frequency band and use 
the same rotating, directive acqui- 
sition antenna to maximize sensi- 
tivity. The data for this comparison 
are obtained from the observation 
times of the beam -on-beam and beam- 
on-frequency intercept examples 
shown in Figures 3 and 4. The time 
required to obtain an acquisition 
varies radically from system to sys- 
tem and depends on emitter sig- 
nal strength and receiving system 
sensitivity. 


For an extremely strong emitter, ei- 
ther type of acquisition system can 
detect the emitting antenna’s side and 
backlobes. As a result, intercept time 
required for the broad-band system is 
not longer than one rotation of the 
receiving antenna. If the frequency 
scan rate of the scanning, narrow- 
band receiver is high enough to com- 
plete a band scan within each antenna 
beamwidth dwell time (i.e., if the re- 
ceiver scan is < 6/S), the two systems’ 
intercept time is comparable. Other- 
wise, the scanning receiver intercept 
time is that required for a coincidence 
of the frequency scan window and the 
antenna scan window. 


For weak emitters, a conventional 
broad-band system cannot detect the 
emitter at all because of its poorer 


sensitivity. Clearly, the frequency 
scanning system’s higher sensitivity 
is the only viable solution. 


For moderately strong emitters, a 
bona fide trade-off exists. In this case, 
the higher sensitivity of the scanning 
receiver allows detection of the emit- 
ting antenna’s side and backlobes. 
Thus, the intercept is that of the 
receiving antenna’s beam with the 
receiver's frequency scan. However, 
the broad-band system’s lower sensi- 
tivity requires an intercept of the 
receiving antenna’s beam with the 
emitting antenna’s beam to obtain a 
detection. Since the intercept mech- 
anism is different for the two receivers 
(viz beam-on-frequency for the scan- 
ning receiver versus beam-on-beam 
for the broad-band receiver) one would 
expect observation times to be dif- 
ferent for the two systems. 


For a 50% probability of intercept, 
observation time for the broad-band 
system is obtained from Figure 3 for 
an emitting antenna beamwidth 
range of 2°-10°, and a rotation rate 
of .5-4 rpm. Similarly, observation 
time for the narrow-band system is ob- 
tained from Figure 4 for a receiving 
antenna beamwidth of 5°, and a rota- 
tion rate of 60 rpm. Table 3 shows a 
comparison of the 50% P,; times. 





Had probability of intercept not been 
considered, it might have been as- 
sumed erroneously that the broad- 
band receiver would react more rapid- 
ly to anew emitter. In fact, for moder- 
ate power emitters, just the opposite is 
true: the scanning receiver reacts 
more rapidly. The ratio of emitter 


power over which this condition per- 
tains is given approximately by the 
ratio of the sensitivities of the two 
systems, or V 2A/B, where A is the 
surveillance bandwidth, and B is the 
narrow-band receiver pass-band- 
width. In this example, it is about 12 
dB. 


Appendix: Derivation of the Probability of Intercept. 


A coincidence of the two window functions illustrated in Figure 2 
will occur in the interval 0 < t = MINIMUM (T,, T.), provided 
—7,< (t, — ty) < Tp». Since t, and t, are independent random vari- 
ables uniformly distributed over their respective periods, the 
probability density function (PDF) for t; (i = 1,2) is: 


py(t) = = t=), 


It is a property of independent random variables that the PDF of 
their sum is equal to the convolution of their respective PDF's. 
Defining z = t, — t2, where the two random variables are (t,) 
and (—t,), the resulting PDF of z is illustrated in Figure A1 for 
eae Lee 


The probability of an intercept during the first period is thus: 





| T2 
Pele =| PDF (Z) dz. 


=F 


This result is tabulated in Table 1 for the four combinations of 
conditions which may occur for T,; <= T, and T, s T,. 
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